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Supply chain cybersecurity: 
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Introduction

The increased volume and complexity  
of cyber attacks linked to the COVID-19 
pandemic crisis has created new 
cybersecurity challenges that 
organisations must address.

This, coupled with the widespread 
remote working and the need for  
digitalisation, begs the question:

Are organisations and 
their supply chain 
partners prepared for 
today’s cybersecurity  
challenges?”

This report analyses the cybersecurity measures 
declared by organisations against the 
evidence-based assessments that CyberVadis 
conducts. 

The report focuses on five key areas of 
cybersecurity to uncover potential reporting 
gaps that could lead to increased third-party risk 
through uncertified assessments. 

For this study, CyberVadis analysed the 
self-assessment results of 1,289 organisations of 
different sizes and industries across 67 countries.

CyberVadis analysts then independently assessed 
all cybersecurity controls declared by the rated 
companies based on evidence provided.

Data privacy & GDPR

Access management  

Cloud security 

Incident detection and response (IDR) 

Business Continuity and Crisis management
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Background & self-assessment

A state-of-the-art personal data protection program is 
now becoming mandatory, as the number of cyber 
attacks targeting personal data are on the rise:

In 2020 there was a

Organisations must therefore put in place a strong 
data protection program to ensure compliance with 
various data privacy laws and regulations.

Data privacy & GDPR

¹ Cost of a data breach report 2020,  Ponemon institute & IBM
² GDPR Data Breach Survey 2020, DLA Piper

80% of breaches involved  
customer PII (Personally  
Identifiable Information)¹.

Governance and  
compliance

Data subjects rights

train employees on 
data privacy best 
practices.

Third-party data privacy

40% increase in  
GDPR fines².

Awareness
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29% 49% 
have evaluated the risks 
related to potential  
non-compliance with  
data privacy regulations.

have appointed  
someone in charge
of individuals’ 
rights exercise.

57% 22% 
have ensured  
procurement process  
includes controls for 
data privacy 
compliance 
(e.g. security diligence).

rated companies?
What CyberVadis analysts found among 
rated organisations



Background & self-assessment

The COVID-19 crisis forced many organisations to 
consider a remote workforce:

At the same time, the number of insider threats is rising:

This highlights the importance of establishing more  
effective remote access strategies. It becomes crucial to 
adopt advanced authentication practices to deal with 
these growing insider risks.

Access management

3 CyberVadis data collected from companies declarations
4 Cost of insider threats Global report 2020, Ponemon institute

62% of rated organisations  said 
they allow remote access to 
their systems3.

Remote 
access 
controls

Advanced  
authentication 
methods

60% of companies had more than  
30 insider-related incidents  
per year4.

4 12

44%
have deployed 
a secured remote 
access  solution.

37%
have implemented  
advanced authentication  
methods for high privilege 
accounts.

25%
have defined third-party 
access management.

What CyberVadis analysts found among 
rated organisations



Background & self-assessment

As a result of the pandemic, organisations are actively  
switching to cloud solutions to store their data.

According to NIST, in addition to on-premise traditional 
methods, cloud computing offers on-demand 
self-service, broad network access, resource pooling, 
rapid elasticity, measured service. 

However, this introduces  specific risks that need to be 
considered.

Cloud security

1 Cost of a data breach report 2020, Ponemon institute & IBM
3 CyberVadis data collected from companies declarations

81% of organisations declared  
using cloud models3.

26% 
manage the risks  
related to their cloud  
service providers.

34% 
ensure their cloud  
providers have a 
Business
Continuity Plan.

30% 
ensure their cloud 
providers have an  
incident response.

19% of malicious breaches were  
caused by misconfigured  
clouds1.
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Cloud specific  controls

What CyberVadis analysts found among 
rated organisations



Background & self-assessment

Today, organisations must build a strong incident 
detection and response process to identify and contain a 
cyber attack at the earliest possible stage.

This is crucial because, in 2020:

When developing incident response plans, organisations 
should incorporate a lessons learned process that helps 
them identify the root cause of incidents. This lowers the 
probability of having similar problems in the future.

Incident Detection and Response

1 Cost of a data breach report 2020, Ponemon institute & IBM
5 This control was only assessed for large companies (>300 FTEs) and 
smaller  companies (>50 FTEs) in high-critical sectors

52% of breaches were caused  by 
malicious attacks, which 
represents a 10% increase 
compared to 2014 1.

75% 
have defined an  
incident 
management
process.

32%5   

have deployed a 
Security Information
and Event 
Management (SIEM).

32% 
have a lessons  
learned process to
identify the root cause 
of incidents and reduce 
the probability of 
recurrence.
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What CyberVadis analysts found among 
rated organisations



Background & self-assessment

During the last year, organisations worldwide have come 
to realise the importance of anticipating unplanned 
events and implementing the measures to manage a 
critical situation. 

A critical element of any successful crisis management 
plan is  to ensure the dedicated team is well trained and 
prepared to react promptly if a major event occurs.

The crisis management team should lead the activation 
of Business Continuity Plans (BCP) to contribute to 
business resilience.

Business continuity and Crisis Management

5 This control was only assessed for large companies (>300 FTEs) and 
smaller  companies (>50 FTEs) in high-critical sectors
6 Global crisis survey 2021, PwC

95% of business leaders 
reported that their crisis 
management capabilities 
needed improvement6.

Business 
Continuity Plan

44% 
have defined  a 
Business Continuity  
Plan (BCP).

22% 
test their Business 
Continuity Plan 
(BCP) regularly.

24%5   

have defined  crisis 
management.

4% 
conduct periodical  
crisis exercises.

Crisis 
management
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What CyberVadis analysts found among 
rated organisations



CyberVadis provides enterprises with a 
cost-effective and scalable solution for 
third-party cybersecurity risk assessments. 

The solution maps to all major international 
compliance standards including NIST 
Cybersecurity, ISO 27001, GDPR and several  
business specific frameworks.

The CyberVadis platform combines the speed 
of automation with the accuracy and 
effectiveness of a team of experts, directly 
engaging vendors from all over the world. 

Once they have completed a self-assessment, 
an in-house team of security analysts checks 
the questionnaires and evidence provided, to  
issue a standardised cybersecurity rating that 
organisations can share with partners or 
suppliers via the CyberVadis platform. 

CyberVadis also delivers an improvement plan 
to increase scores for more secure 
partnerships and supply chains.  

This study was conducted by:

Marta Figueroa

Cybersecurity Manager, 
CyberVadis

Irene Grau

Senior Information Security Analyst
CyberVadis

About us
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For more information, please contact: 
info@cybervadis.com 

mailto:info@cybervadis.com


Find us:

www.cybervadis.com


